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About the speaker :

• CTO of Vordel, an XML security vendor

• Author on the subject of XML and Web Services security



Ten Customer Case Studies:

• Security testing for a telecoms integrator

• Security and management of Web Services for transport logistics

• Datacenter deployment to protect SAP-XI SOAP messages

• Security for Web Services developed for compliance to telecoms regulations 

• Protection of SOAP access to mainframes

• Access control for Government inter-departmental Web Services

• Processing of XML messages sent by secure FTP

• XML Gateway for mobile telecoms service delivery platform

• Protection of dealer access to insurance quotation services

• Security and management of both internal and cross-firewall Web Services access

Agenda



First: What are the security requirements 
for XML and Web Services?

• Access Control  
— Authentication at both the transport layer and the XML layer

— Per-service authorization, even when multiple services are at the same URL

— Compliance with WS-Security, SAML, and other relevant standards

• XML threat-awareness
— Ensure that XML messages have valid format and content 

— Ensure that SOAP attachments are of the appropriate format and size, and do not contain viruses

— Block XML denial-of-service attempts 

• Integration with existing security infrastructure
— Link to silos of identity information in LDAP directories and Active Directory

— Send alerts to enterprise monitoring tools 

• Auditability
— Log all XML activity and provide a reporting interface

• Administration
— Allow policies to be updated without a requirement to edit code or edit XML



Case Study 1

• Qpass, the leading mobile software and services infrastructure 
provider, uses Vordel SOAPbox as a client-side tool to test the 
access to its secure Web Services interfaces.



Case Study 1

• SOAPbox is used to test secure connections, from the client side



Case Study 1

• Graphical keystore, no coding required to sign and encrypt XML



Case Study 2

• Protection for transport logistics 

• Südzucker AG in Germany chose VordelSecure to provide 
security and management for its XML-based connections to its 
logistics partners. 

• This was key to linking its internal SAP platform to the tracking 
systems of its logistics partners, using SAP XI 

• As well as protecting Südzucker’s SAP systems from malicious or 
unauthorized data, VordelSecure also met the requirement to 
deliver a full transactional audit log and display data traffic on a 
real-time monitoring console.



Case Study 2

• Architecture: Protection of SAP-XI using an XML Gateway



Case Study 2

• Vordel’s XML Toolkit was used to create XML Schemas which 
included facets to control content

—Maxlength, Minlength, regular expressions



Case Study 3

• Datacenter deployment to protect SOAP messages

• CastIron used to create a SOAP interface in front of SAP system

• Deployed in a data center in Europe, managed from south-east Asia



Case Study 4

• Access Control for both Web Services and browser-based Website

—Using a single policy store, no creation of a new “silo”

• VordelDirector uses McAfee VirusScan to scan SOAP attachments



Case Study 5

• Large pan-European insurance company

• Protection of SOAP access to mainframes via LANSA interface



Case Study 6

• Access Control for inter-departmental Web Services

• Customer used OpenSAML to put SAML interface in front of 
their home-grown authorization server



Case Study 7

• Although XML is usually associated with HTTP and SSL, it can also be 
transferred over FTP. 

• This architecture is for organizations that are receiving XML documents over 
a file-based link, and require a directory-scanning agent to pick up the XML 
files and pass them to VordelDirector for security processing. 

• In this architecture, VordelDirector is deployed for its shared security 
services, which are used by the file-based agents.

• The customer is receiving XML files of over 25MB in size



Case Study 7

• Receiving signed XML files over an FTP connection

• XML Signature validation, XML Schema analysis



Case Study 8

• Mobile telecoms Service Delivery Platform

• Uses WS-Security UsernameToken is used to propagate identity information 
into the system, from the XML Gateway



Case Study 9

• SOA for dealer access to insurance services

• Applies existing RSA security infrastructure to SOA traffic

• Authentication [using Siemens DirX], Authorization [ClearTrust], 
Certificate verification [RSA Validation Manager], XML threat analysis



Case Study 10

• German savings bank, developed Web Services using Apache Axis

• Protection for both internal and cross-firewall access of Web Services

• Two different enforcement points

• Logs gathered for both cross-firewall and internal access. Allows for full Web 
Services Management:

— reporting, alerting, trend-analysis, performance analysis



Common threads

• In all the customer examples, access control is vital

— Authentication [Often using LDAP]

— Authorization [using SAML, where possible]

• XML threat analysis is also important

— Protection against content-based threats such as the “XML Bomb”

— Protection against viruses in SOAP attachments

• Some Web Services are build, using frameworks such as .NET

— Others “appear” on the network as part of product upgrades that now include 
Web Services interfaces: SAP NetWeaver, LANSA

• Telecoms and insurance are early adopters of XML

— Requirement for interoperability with partners
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